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INTRODUCTION

Over the past year, a number of states that have
traditionally supported global e orts to prevent violent
extremism have reduced their political and financial
commitments, emphasising instead the domestic
counterterrorism agenda.

There are in fact powerful reasons to increase investment
in prevention — to preserve the gains that have been made
in reducing the global impact of terrorism and violent
extremism, for example; to guard against future risks; to
transmit knowledge, or to realise the significant potential
of global initiatives that have already been established.

But such arguments are unlikely for the moment to turn
the tide on a trend that reflects a much deeper
contemporary retreat from globalism and multilateralism.!
Instead, in this article we argue that at least sustaining
global investments in preventing violent extremism are
critical even if only in order to achieve national security
goals.

GLOBAL INVESTMENTS FOR
NATIONAL SECURITY

One reason why global investments can advance national
security is that the source of violent extremist threats is
transnational, even when it manifests itself locally. An
example is the spread of violent ideological propaganda.
Preventing violent extremism (PVE) initiatives that seek to
engage religious leaders, or promote non-violent
ideologies, are attempting to respond to this challenge at
its source, and are therefore relevant beyond their specific
context. In Bangladesh, for example, the Global
Community Engagement and Resilience Fund (GCERF) is
supporting training in digital literacy among madrassa
(religious school) students, helping promote critical
thinking, and limit the traction and dissemination of online
fake news and messages.

At the same time, the argument of a globalised threat to
national interests needs to be deployed with care, as it can
be — and has been — mobilised for example to justify
restrictions on migration and asylum. These arguments
persist despite overwhelming evidence that most violent
extremists and terrorists are in fact nationals or citizens.?
This is not of course a reason not to manage migration;
and it may be a reason to direct PVE interventions to
countries or sub-regions that are significant sources of
migration, asylum, and in particular irregular migration or
have become transit countries.

Second, just as violent extremist and terrorist threats to
national security may be transnational, so domestic
interests are increasingly defined beyond national
boundaries. Trade, aid, investment, tourism, international
security, and development all put significant numbers of
citizens, resources, and reputation at risk. The UK Foreign
and Commonwealth O ice only recently lifted its advisory
against tourism to Tunisia, for example, three years after a
terrorist attack in Sousse killed 30 British citizens and eight
others. A recent report by the Australian Strategic Policy
Institute (ASPI) makes the case that ‘...with rising risks to
Australian nationals, businesses and foreign investment
through the mining industry, violent extremism in Africa is
a direct threat to Australian national interests.” In both
examples, global PVE interventions can protect national
interests, while also benefitting the host economy.

There is also a significant opportunity cost where states
and corporations cannot sustainably invest or operate in
particular countries or sub-regions because of the threat
of violent extremism and associated insecurity. These
costs probably outweigh the already significant direct
economic costs of terrorism estimated in this report. By
engaging communities, and in particular building greater
confidence between communities and local authorities
through activities that are directly preventing violent
extremism, it has proved possible to stabilise communities
and build the ‘social contract’ required to facilitate a local
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presence. In Mali, for example, through intercommunal
dialogues, community members have requested local
authorities and community leaders to engage in local
mediation to prevent violent extremist groups exploit
existing conflicts and mobilise young people for
recruitment into violent extremist groups. Thirdly, in even
the most economically advanced countries, domestic
approaches to counterterrorism and countering and
preventing violent extremism need constant improvement.
Australia’s countering violent extremism strategy, for
example, has been criticised for being focused too much
on policing and prisons and too little on longer-term
community solutions,* precisely the focus for many
international PVE interventions. Similarly, while it has been
welcomed that the new US counterterrorism strategy
seeks to engage international partners, the strategy has
also been criticised for not learning lessons from
elsewhere in the world, for example the risk of backlash in
response to heavy-handed and security-focused
interventions that do not explicitly respect human rights.®

In addition to promoting better domestic policies by
understanding what does not work elsewhere, there is also
more scope to learn positive lessons. While they should be
subject to significant scrutiny and criticism, international
PVE interventions have succeeded in focusing on local
actors, engaging civil society, and promoting bottom-up
responses from within local communities, all aspects on
which domestic strategies in advanced economies are
often criticised as failing. An important component of
global PVE investments in recent years, for example
through the Global Counterterrorism Forum (GCTF), has
been to share good practice and develop regional and
global guidelines, and it is important that sharing good
practice is not considered a one-way street — Kenya’s
national counterterrorism strategy, for example, has been
acknowledged as ground-breaking in advancing youth,
faith leaders and their congregations, and civil society
engagement.

CONCLUSIONS

The nub of the argument briefly developed here is that
even if global investment in PVE may not at the moment
be viewed as an end in itself, it is still a means to achieve a
narrower ambition to boost national interests. The
transnational character of the threat, the
‘deterritorialisation’ of national interests, and the potential
to increase the e ectiveness of domestic policies by
learning global lessons are all reasons to maintain (and
increase) commitments to the global e ort to prevent
violent extremism.

Indeed, there is good reason to suppose that each of these
arguments will become more relevant in the coming years.
The globalised threat is likely to be increased through
growing cybersecurity risks, global and increasingly more

sophisticated networks of terrorists and their tactics, the
financing and recruitment of these networks, and digital
and information warfare.® Globalisation is accelerating. The
global collation and dissemination of good practice and
lessons learned in preventing violent extremism is still in
its infancy.

Ultimately to make the case of greater global investment in
PVE, even if only to pursue national interests for the time
being, PVE e ortsand e ectiveness need to improve.
Greater coordination between existing initiatives is
required; the field should be more clearly defined; linkages
to other global matters such as migration and climate
change needs to be better articulated; more convincing
empirical evidence is needed and should be widely
communicated; and a sustainable source of funding has to
be identified and nurtured that is in the interest of both
international and domestic PVE e orts.

GLOBAL TERRORISM INDEX 2018 | 66



EXPERT CONTRIBUTIONS

The Challenges

and Opportunities of
Preventing Violent
Extremism through
Development

BEN SCHONVELD, PREVENTING VIOLENT
EXTREMISM EXPERT

ODHRAN MCMAHON, CONFLICT &
DEVELOPMENT CONSULTANT

The 2016 United Nations Secretary General’s Plan of Action
on Preventing Violent Extremism underscored international
recognition of the development sector’s role in tackling
violent extremism.

Fragile and conflict-a licted countries provide conditions
conducive to violent extremism. Conflict a licted
countries su er greater levels of violent extremism than
more stable environments,? and, in turn, violent extremism
can feed and deepen existing conflict.®

Violence, violent extremism and conflict also threaten
development. The 2011 World Bank Development Report
concluded that violence in its many forms is the main
constraint to meeting the Millennium Development Goals®.
As a result, the 2015 Sustainable Development Goals
(SDGs) include a specific goal relating to violence, justice,
and peace.®

Development actors are under intense pressure from the
international donor community to address violent
extremism and work more closely with the security sector.
Traditionally, development and security actors have had
little interaction on this issue. How, and to what extent,
countries should develop a long-term development
response against what is perceived to be a pressing
security threat is an urgent policy question.

THE CHALLENGES

Development responses to violent extremism are
increasingly associated with the term ‘Preventing Violent
Extremism’ (PVE) to describe how longer-term
development measures can address governance failings
and the socio-economic grievances that often lie behind
extremism at a local level &’

Developing and implementing PVE development
programming is not straightforward. For example,
rebranding governance and development activities under

the banner of PVE is not recommended. These programs
have intrinsic value in and of themselves, and bannering
them under PVE would entail unnecessary risk.

Central to the development-PVE challenge is the familiar
issue of the conceptual weakness of violent extremism.
Even at the most basic level, all the key concepts are
complex, contested and highly politicised. That terrorism,
radicalisation and violent extremism are often used as
synonyms is indicative of just how deep this problem runs.

Obviously, it is di icult to discuss development solutions
to problems and terms that are both poorly defined and
often disputed. This conceptual problem filters down to
programming. ‘Preventing’ or ‘countering’ violent
extremism are often used as synonyms, and de facto
programming can include just about anything.

Another issue facing development practitioners is that the
study of violent extremism is often very limited in scope,
focusing primarily on immediate security issues. Research
into wider root causes remains nascent. While academics
and security analysts have studied the radicalisation of
violent extremists at great length, less attention has been
paid to the impact and reaction of societies to sustained
acts of terrorism.

This oversight is important. The response of states to acts
of violence is often an overreaction, and it is this
overreaction that the terrorists seek from acts of terrorism
in order to divide and polarise societies. Outcomes have
often involved increases in executive power at the expense
of the legislature and judiciary, restrictions of civil and
political freedoms, and gross violations of human rights
and impunity perpetrated by increasingly powerful and
often politicised security forces.

The reaction or overreaction to acts of terror can create a
cycle of radicalisation between governments (society and
the media) and terrorists, a cycle of repression that feeds

GLOBAL TERRORISM INDEX 2018 | 67



back into a cycle of deepening violence through a range of
violent extremism drivers.2 Schmid describes this process
as “government radicalisation” :

"[1]tis equally important to examine the role
of state actors and their potential for
radicalisation. The use of torture techniques
and extra-judicial renditions in recent years
has been a drastic departure from democratic
rule of law procedures and international
human rights standards. These are indicative
of the fact that in a polarised political
situation not only non-state actors but also
state actors can radicalise".®

Globally and with di ering levels of success, this wider
concept of radicalisation explains why States have
attempted to contain violent extremism with a focus on
security and a preference for coercion, coercion that often
exceeds and undermines international human rights
norms and international humanitarian law.

The crossing of these normative lines tends to — at least
initially — enjoy public support given the perception of
profound crisis. But equally and tragically, there is good
evidence that the widespread violations that occur in
response to violent extremism can also act as a driver for
violent extremism, and as UNDP’s report of African violent
extremism — Journey to Extremism in Africa — notes, may
operate as a tipping point for individuals into violent
extremism.

THE OPPORTUNITIES

This wider concept of radicalisation provides a compelling
explanation of why security remains the dominant focus of
attempts to tackle violent extremism and why examining

root causes is often dismissed as apologising for terrorism.

But the evidence for understanding and addressing root
causes is strong. Such evidence has found increasing
support internationally. In 2016, UNSG's Plan of Action on
Preventing Violent Extremism concluded that the limited
security focus and often abusive e orts to tackle violent
extremism have been damaging, “and often made things
worse.”

The report, among many others, encourages a wider, more
holistic view and response to violent extremism. While still
imperfect, PVE with its focus on root causes moves away
from the focus and analysis that generates these results,
with the caveat that applying a PVE approach implies
significant recalibration of approach, programming and
indeed funding modalities.

Additionally, addressing root causes shifts the paradigm,
moving the focus from security to an analysis that
examines underlying causes rather than the symptoms.

Dowd, in an analysis of Islamist violence in sub-Saharan
Africa, underlines that a disproportionate focus on security
will be unsuccessful over the long run.® As she notes:

“Lasting and sustainable peace is achieved
only through practices which address, in an
integrated fashion, the wider context of
violent domestic politics.”"

If violent extremism is seen as a symptom, rather than the
cause, of violent domestic politics, programming design
becomes easier as goals can be clearer and circumvent
violent extremism’s intractable conceptual problems. PVE
can also draw from the development sectors a much wider
set of programming tools that can demonstrate improved
empirical pedigree and results.

Importantly, PVE also allows the international community
to deploy development tools to address the transnational
nature of the threat. If transnational terror groups like
Al-Qaeda or ISIS depend on local grievances and
instability, development, which can address those local
level issues, will ultimately narrow their support base. The
result over the medium-term would appear to be the
possibility of diminished local support for local groups
and, in turn, diminished space for transnational terror.

The long-term key to victory for violent extremists is public
support. Here, it is less about what the violent extremists
do and more about either what the government is
supposed to do or ought not do — particularly abusive
treatment of civilian populations — but does in the name of
counter-terrorism. As the joint UN-World Bank study
Pathways for Peace notes, “exclusion from access to
power, opportunity, services, and security creates fertile
ground for mobilising group grievances to violence,
especially in areas with weak state capacity or legitimacy
or in the context of human rights abuses.”?

The failure to understand this political dimension of violent
extremism is precisely what leads to an overly securitised
view of violent extremism and why greater resources,
research, and programming in development resources are
needed.
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GOVERNMENT, HARVARD UNIVERSITY

Since 9/11, we've done much to undermine major terrorist
organisations like Al Qaeda and the so-called Islamic State.
Governments have exercised critical global leadership,
relying on kinetic strategies to craft their military
responses while also disrupting terrorist financing. Nations
have also looked beyond traditional counterterrorism tools
and abandoned “hearts and minds” public diplomacy
campaigns, devising more authentic and localised “soft
power” approaches to help protect communities against
extremist ideologies.

Despite these e orts, the extremist threat has grown
increasingly ominous. Extremist groups now deftly
navigate a complicated digital space, cementing alliances
and spreading an “Us versus Them” ideology. Their goal:
recruit legions of young people to their cause. Whether
terrorist threats take the form of false caliphates or lone
operatives devastating our athletic events, holiday
celebrations, concerts, or train stations, they all rely on
youth. As the extremists know, the pool of potential
recruits is growing fast. Today, Muslims under thirty
number nearly one billion. By 2030, this demographic
group will more than double to 2.2 billion. Governments
must reorganise themselves to address Muslim millennial
and generation Z youth, a task that so far has proven
daunting.

Governments’ failure to undermine the ideology’s appeal
to youth stems from its failure to mount a serious and
sustained CVE strategy. In the United States, CVE has been
administratively bloated and largely ine ectual, siloed
throughout Washington’s departments and agencies,
riddled with incoherent terminology, and massively
underfunded. Since 9/11, the US government has allocated
a mere one-tenth of one per cent of its annual budget to
CVE.! With inadequate resources, government can’t lead in
the e ort to diminish recruitment and radicalisation, nor
can it prepare for future extremist threats now coalescing.
Extensive research conducted after 9/11, for example, has
revealed the many dynamics surrounding global youth
recruitment, but America and other nations have failed to
ignite multi-dimensional anti-recruitment e orts. We're
even less prepared to address a central cause underlying

successful recruitment: the worrisome and pervasive
identity crisis that a licts Muslim youth throughout the
globe.

There is reason for hope: we possess the knowledge and
infrastructure necessary to confront the extremist threat.
We just need the will. As | argue in this essay, government
must go all in on CVE, not merely funding and developing
it at scale, but improving its execution and coordinating
better with other actors. If we reorient governmental
priorities and policies in these ways, we can make
significant headway in reducing recruitment.

SCALING CVE

Governments now understand that winning the war of
ideas means collaborating with grassroots organisations,
NGOs, civil society, and the private sector, actors that are
uniquely familiar with local landscapes and capable of
responding with real-time interventions. Serving as
conveners, facilitators, and intellectual partners,
governments have sponsored a wide array of partnerships
with other nations, multinational organisations, private
industries, NGOs, and foundations to create CVE initiatives
over the past decade. Such experimentation has led to a
diversity of promising programming both online and o ,
including peer-to-peer interaction, counter-speech
programming, training and intervention initiatives, as well
as influencer networks and idea laboratories.
Unfortunately, these initiatives remain small, and many are
“pilot” projects. They will have only local and modest
impact until they are scaled.

Consider the Connecting European Dynamic Achievers
and Role Models (CEDAR) network, which the State
Department seeded in 2008 through a partnership with
London-based counter-extremism NGO Institute for
Strategic Dialogue (ISD). The US Department of State took
a deliberately light touch when sponsoring this first-of-its-
kind platform, which united Muslim professionals and
changemakers from across Europe to promote leadership,
entrepreneurship, and positivity. Embassies, NGO partners,
and civil society members scouted the initial talent and
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curated the network, leaving it to local actors to build out
needed projects, like mosque-based mentoring initiatives.

More recently, Norway took a similar approach to talent
scouting and network curating when it partnered with ISD
to support the Youth Civil Activism Network (YouthCAN).
After serving as convener and facilitator, the Norwegian
government exercised a similarly light and modest touch,
allowing YouthCAN the necessary support and autonomy
to develop organically, scale, and e ect change. Since its
founding in 2015, YouthCAN has emerged as the world’s
leading, youth-driven CVE organisation. Understanding
technology’s role in the lives of youth, YouthCAN has
engaged tech entrepreneurs to host innovation labs,
which train people in counter-speech campaigns and
anti-recruitment e orts in a compelling, grassroots
fashion.

Carefully curated and tested networks like CEDAR and
YouthCAN are just two examples of promising CVE
programming. Many more such programmes exist, and
they employ a broad range of techniques including
counter-speech interventions, education, trainings, and
peer-to-peer networks. These programmes benefit from
initial government sponsorship and assistance in attracting
new partners and attention, but they also draw on the
credibility and skills of non-government actors. With their
legitimacy, skills, and cultural acumen, civil society and
NGOs can develop programmes for youth that account for
a range of nuances such as gender di erences,
behavioural habits, and regional trends. Youth remain
suspicious of government programmes, but in their minds,
programmes devised by these local actors feel credible
and authentic.

Unfortunately, such initiatives remain one-o , pilot
programmes without the necessary support and scale to
make a vital impact. To respond to the next generation of
extremist threats, our governments must move beyond the
experimental phase of CVE and commit to replicating and
scaling such programmes so they can achieve global
saturation.

IMPROVING CVE EXECUTION

To understand which CVE programmes should be
developed, let alone scaled, our governments themselves
must also be reconfigured so as to adopt and coordinate a
united set of CVE programmes at the local, national, and
international levels. But even the US government, whose
national security strategy expressly prioritises the
ideological fight against extremism, has not redesigned
the government to properly execute CVE initiatives.

At present, di erent parts of the US government enact
CVE in overlapping and ine icient ways. We lack a
centralised place to coordinate and deploy our entire

arsenal of tools, skillsets, and expertise (and other
countries su er from the same problem). For a more
disciplined, streamlined and e ective approach, one
high-level government o icial must bear responsibility for
responding quickly, appropriately, and in real time to
events throughout the globe. This o icial would enable our
CVE strategy to blossom domestically, allowing for better
coordination among governors, mayors, and other elected
o icials. He or she would also ensure that CVE is
coordinated throughout the interagency and onward to
our embassies. With responsibility over the entire CVE
“battle plan,” this o icial would help to restore balance to
counterterrorism operations, which now heavily favor
kinetic approaches. It's time that we rebalance the
resources and respect we a ord to kinetic and non-kinetic
approaches, recognising them as equally indispensable in
the fight and allowing them to work alongside one another
to achieve maximal impact.

Governments understand the need for such high-level
leadership in other kinds of warfare, but they don’t
recognise the same imperative when it comes to the war
of ideas. Imagine if the army, navy, air force, and marines
were all undertaking their own independent initiatives,
with no central principal overseeing everything. That’s
what’s happening with CVE, and it's not nearly su icient.

STRATEGICALLY COORDINATING
CVE EFFORTS

Even with such strong leadership, scaling and
systematising CVE strategies and organisations seems
expensive and logistically burdensome. That's where
coordination between governments comes in. We must
devise a better global system for countering extremist
ideology, one in which nations engage distinct strengths
and share responsibility in new ways. Unfortunately,
international coordination today typically takes the form of
summits, convened throughout the globe to discuss best
practices. This is a great first step, but inadequate on its
own. With each government independently implementing
an array of national and international programmes, CVE

e orts remain uneven, uncoordinated, and redundant.
Lacking a comprehensive view of the battlefield, we
collectively fail to mobilise vital tactics in the fight, such as
accurate global mapping of micro and macro CVE e orts,
including their reach and principle practitioners.

Governments should reassess how they might build novel
collaborations based on distinct national capacities and
shared goals. In 2015, the United States, Denmark, and
Norway partnered with ISD to launch the Strong Cities
Network (SCN) at the United Nations.? SCN represents the
first network of municipal policy-makers and mayors
dedicated to keeping cities on the global vanguard of this
ideological fight. SCN is especially promising because
instead of merely sharing best practices at global summits,
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SCN showcases them among its 120-member cities. If an
education programme in Louisville, Kentucky (USA) helped
successfully counter online extremist recruitment, mayors
across the globe will now know about it, with similar
programmes popping up in Melbourne, Australia or
Amman, Jordan. The same goes for basic internet hygiene
programmes, youth-oriented hotlines, the use of former
extremists in film, and programmes fostering compassion.

Global collaborations like SCN a irm the value of
systematising CVE. The basic idea is this: we all have a
common goal and a common enemy, so we should all
collaborate on programme innovation and design, sharing
details of e orts that have succeeded or failed. Such
collaborations should take place across di erent
industries—media, education, social services, and
entrepreneurship—and intellectual disciplines. The private
sector is indispensable, and to date governments have
inadequately mobilised such actors to implement CVE
globally. We need companies to help NGOs design
programmes, and we need government alliances fighting
the ideological war. That way, we’ll be able to determine
“who can do what” best and mobilise resources
accordingly.

What if we could harness an international and
interdisciplinary collaboration to address how mental
health, adolescent development, and behavioural
psychology a ect youth’s susceptibility to extremism?
Many governments face the challenge of reintegrating into
their societies youth who fought in Syria and Lebanon, and
all nations struggle to educate parents and young children
about extremist ideology’s appeal. What if we drew on the
considerable talents of our leading NGOs and our private
sectors to devise new interdisciplinary approaches to
cultural listening, mental health, and rehabilitation? We
could, for example, create a cutting-edge institution to
which the world’s returning foreign fighters would go
before reentering their countries of origin—a Mayo
Clinic-type facility, but dedicated to rehabilitation and

0 ering best-practice interventions. Such global
cooperation and coordination vis-a-vis CVE would also
allow each country to best identify where to focus
attention and deploy resources accordingly. It's a winning
strategy.

WIN OR LOSE

Governments can no longer content themselves with
existing approaches to fighting extremism. Terrorism
continues to drain our economies, costing nations around
the world a staggering $90 billion in 2015. Meanwhile, the
“Us versus Them” ideology has become normalised and
pervasive. Extreme-right groups, including white
supremacist, Alt-right, and neo-Nazi organisations, are on
the rise in Europe, and they are even infiltrating North
American law enforcement o ices. As the Anti-Defamation

League reported, far-right groups and individuals
accounted for nearly 60 per cent of extremist-related
American deaths in 2017.2

In the near future, more nimble, adept, and dangerous
groups than the so-called Islamic State, or the US white
nationalist organisation Unite the Right will likely arise.
What if such groups acquire human data and weaponise it
to disrupt hospitals? What if they organise themselves to
dramatically increase their appeal to women, who in turn
raise ideologically sympathetic children? And what if they
acquire chemical and biological agents and bomb densely
populated urban centers, or a major global logistics hub
like the Straight of Hurmuz? Let’s not find out. Let’s do
what it takes to win the war, recalibrating how
governments engage with CVE, and applying CVE
methods to deal with white nationalist ideology as well.
The three government actions I've described here
represent a powerful start.
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In the more than seventeen years since 11 September
2001, much like the terrorist and violent extremist threats
themselves, global conversations about how best to
prevent and counter them have evolved. They have moved
beyond an almost singular focus on military, intelligence,
law enforcement, and national government-driven
solutions focused primarily on the symptoms of the threat.
Awareness that security measures alone and treating only
the manifestations of the threat are not su icient has
grown. Similarly, the need for a more strategic, inclusive,
and preventive approach to the challenge is more
apparent than ever. This extends beyond national
governments and security actors and recognises that
cities, communities, and civil society are critical partners
in preventing individuals from being radicalised to
violence and recruited into terrorist groups and
rehabilitating and reintegrating those leaving such groups
and, more broadly, in addressing the drivers of violent
extremist and building the societal resilience to prevent
the polarisation that violent extremists are trying to sow.
Spurred on by the high-level political attention generated
by the 2015 White House Summit on Countering Violent
Extremism and the release of the UN Secretary-General’s
Plan of Action on Preventing Violent Extremism, the notion
of a “whole of society” approach to preventing and
countering violent extremism (P/CVE)! has continued to
gain traction. Although there have been setbacks?, they
have not stood in the way of an increasingly diverse set of
stakeholders and experts, particularly at the local level,
becoming involved.®

While the P/CVE field has received its fair share of
criticism,* one particularly promising area of P/CVE
practice — and where the “whole of society” approach has
had some success in being operationalised — centers on
the growing number of multi-disciplinary and multi-agency

collaborations, networks, and initiatives to prevent
individuals from becoming radicalised to violence.

These pre-criminal e orts are generally led by a local
government or non-governmental organisations (NGOs)
and involve representatives from di erent local agencies
and local organisations, e.g., education, health, social
welfare, youth, and, if suitable, police meeting on a regular
basis to identify, design, and deliver tailored interventions
or support programmes to benefit individuals and their
families referred to the unit by a concerned member of the
community, including, at times, the police. They are meant
to complement the more prevalent, broader-based P/CVE
programmes focused on particular stakeholders, e.g.,
mothers, youth, religious leaders, or police, or themes,
e.g., counter-narratives, community engagement,
inter-faith dialogue, or education.

Although the UK’s Channel Programme and Denmark’s SSP
(schools, social work, and police) system are perhaps the
most well-known examples of the multi-agency/multi-
disciplinary preventative approach, these, “hubs,”
“situation tables,” or “safe houses” or “intervention and
support programmes” — as they are sometimes referred to
—come indi erent shapes and sizes, becoming an
increasingly popular tool for P/CVE.

MUNICIPALITY-LED MODELS

A number of cities across Canada use the multi-agency
“situation table” model that has been developed for
broader crime prevention purposes. Police departments in
Calgary®, Ottawa®, Peel, and Toronto” have relied on
existing or created new “tables”, whereby a person
deemed at risk of extremism is referred by a police o icer
or non-law enforcement local o icial to a “hub” that
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consists of medical professionals, faith groups, teachers,
and housing and other local o icials and NGOs, with the
most appropriate members of the hub then designing and
leading an intervention, which can include mental,
vocational, or spiritual counselling. The idea is to identify
people at risk and to intervene before they head down the
path to violence. Because of their existing relationships
and familiarity with the relevant communities, the local
police in Canada often play the lead role in the table.

Some cities, such as Toronto, have layered P/CVE into an
existing gang-prevention-focused hub (to avoid the stigma
that a P/CVE or counter-radicalisation only programme
might create), whereas Calgary opted to create a stand-
alone programme focused on radical religious or political
ideologies. Although locally-led, the federal government
in Ottawa — involvement of the Royal Canadian Mounted
Police (RCMP) and funding and other support from the
Public Safety’s Center for the Prevention of Radicalisation
Leading to Violence — are often partners in these e orts.

Other notable initiatives include the Anchor Model® in
Finland, a multi-agency programme geared toward early
intervention (and other prevention-focused work) in
juvenile delinquency and domestic violence that, since
2015, also focuses attention on P/CVE. The Anchor teams
in each Finnish municipality include a social worker,
psychiatric nurse, youth worker, and police o icer, as well
as on an “as needed” basis schools and NGOs. One
challenge that the Anchor teams — and other multi-agency
programmes that were designed to address other forms of
violence or anti-social behaviour — face is ensuring team
members receive the necessary training to enable the
programme to address violent extremism cases.®

The “safe houses” in major Dutch cities o er another
example of a locally-driven multi-purpose platform that
includes P/CVE as among the concerns on its agenda.
Representatives from social welfare, housing, and other
municipal agencies sit with “street workers”, and the local
police to discuss individuals who have been referred to
them. The police role is limited and each safe house has
clear information-sharing agreements that enable the
sharing of information between non-law enforcement
professionals and the police ©

NGO-DRIVEN MODELS

Although most of the existing approaches are
government-led, generally but not always at the local level,
there are some examples where NGOs play a prominent, if
not leading, role. Examples here include the Center for the
Prevention of Radicalization Leading to Violence in
Montreal: with its sta of psychologists, social workers,
and researchers, it looks at all forms of violent extremism,
with a focus on providing counselling and psycho-social
interventions to individuals exhibiting a risk of violence

rather than those who express “radical” ideas, some of
which are referred to the centre via its 24-hour helpline. It
also trains front-line workers and community partners to
understand the di erent aspects of P/CVE and equips
them to help address them.

Community Connect'? is a community-based programme
run out of a local children’s hospital in Boston. It grew out
of an existing partnership between researchers and the
Somali refugee community and focuses on addressing the
concerns of the community, which include violent
extremism. It seeks to reduce stigma, promote
engagement and strengthen the sense of belonging in the
community and social connections with other
communities and the government. It includes mental
health providers, community leaders, religious leaders,
and educators, who provide the necessary services after
an assessment of the individual’s needs. The programme
also focuses on increasing the capacity of the service
providers to support the community. Law enforcement is
not at the table and the programme does not receive
referrals from the police; however, the programme can
share information, following agreed protocols with the
police where there is an imminent security threat. Notably,
it does not receive U.S. federal government funding but
relies on financial support from state and non-
governmental sources.

Another prominent example is in Germany, where the
Violence Prevention Network (VPN)* — and seven other
large German NGO - partners with and receives referrals
from the Federal O ice of Migration and Refugees, which
manages a national radicalisation hotline and conducts an
initial assessment before deciding whether to pass the
case to one of its partner NGOs. VPN o ers individual,
religious, and other forms of counselling, and organises
workshops about Islam, democracy, and human rights. It
also operates its own, direct, and independent hotline,
recognising that many families are more likely to reach out
to an NGO as opposed to the government for help.

EXPORTING THE APPROACH

Although these multi-agency/multi-disciplinary
approaches have emerged primarily in contexts where
local agencies, institutions, and NGOs have the requisite
capacities and relationships with the local communities
— North America, Europe, and Australia — this is beginning
to change, as international donors look to support the
development of intervention programmes for P/CVE in
diverse contexts such as the Western Balkans, the Middle
East and North Africa, and South Asia.

For example, six local prevention networks have been
developed in Jordan and Lebanon* and represent first
known attempt in the Middle East to create a locally-
owned model for coordinating local non-law enforcement
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and non-security driven P/CVE e orts. The LPNs include
teachers, youth workers, religious leaders, and psycho-
social intervention providers — law enforcement is not
involved due to historic mistrust between the police and
local communities. The networks meet monthly to identify
risk factors and behaviours in the relevant community and
to coordinate local P/CVE e orts and responses to local
issues related to violent extremism and implement local
outreach activities, such as awareness sessions for youth
and families or roundtables for religious leaders on P/CVE
and interfaith dialogue.’

In 2016 the municipality of Gjilan (Kosovo) — which saw a
number of its citizens travel to Iraq and Syria — launched
the first P/CVE multi-agency referral mechanism in the
Western Balkans.** According to those involved in
managing the programme, it has so far handled eight
cases, with all individuals having successfully been steered
away from becoming turning to violence. E orts are
underway to develop such mechanisms in other parts of
the region, including Bosnia and Herzegovina and
Macedonia, although it remains to be seen whether the
Gjilan or a broader-based model (one that incorporates
violent extremism as among the issues to be addressed) is
followed and what role law enforcement (compared to
social services agencies and NGOs) will play.

CHALLENGES

Although the progress is notable, operationalising and
sustaining the programmes, particularly in non-Western
settings, are not without their challenges. For example, it is
hard to strike a balance between privacy and information
sharing, particularly between non-law enforcement
professionals and the police, or sustain the necessary level
of coordination among an often disparate team where the
capacities and incentives for participation can vary
considerably. Frequently there are issues in trying to gain,
let alone sustain, the trust of local communities, especially
if recipients have previous negative experience with
security actors. Further, itis di icult to ensure participants
in multi-agency teams have the necessary P/CVE expertise.
Finally, there can be sensitivities around the process of
identifying “at risk” individuals who should receive tailored
interventions. Indicators used to identify such individuals
need be carefully considered to avoid harmful
implications, such as wrongful identification or
marginalisation. The UK Channel programme, currently in
its third iteration, has faced many of these obstacles.”

Nevertheless, the increased focus on these types of
multi-disciplinary, locally-driven initiatives reflects a couple
of promising trends. First, a growing emphasis on the
importance of collaboration among professionals in
developing tailored intervention and other support
programmes to steer individuals away from extremist
violence and second, growing awareness that these

programmes can fill a critical gap: between group-focused
e orts to build social cohesion and resilience to violent
extremism on the one-hand, that are often viewed as too
“soft” or “long-term” in nature to have an discernable
impact on the threat on the one hand and security-focused
counterterrorism measures on the other that are too
reactive or, worse, repressive in nature.

LESSONS LEARNED

Given the likelihood that this is an area of P/CVE practice
that is likely to grow further, the development of multi-
disciplinary or multi-agency intervention mechanisms or
programmes for P/CVE should ideally be informed by the
following ten lessons-learned to date.

First, careful consideration should be given to whether the
mechanism or programme should focus on and be framed
around the potentially stigmatising issue of violent
extremism or include violent extremism as one among a
wider set of violence-related and safeguarding concerns
to the relevant community.

Second, a mapping of the resources and capacities of the
relevant institutions, organisations, and actors involved in
operationalising a multi-agency/multi-disciplinary
approach should precede a decision to establish one and
inform the decision as to what form (e.g., municipality-,
police-, or NGO-led) such a mechanism, if developed,
takes.

Third, any such mechanisms or programmes should not be
imposed from outside the relevant communities and
should emerge following consultations with them. The
lead agency or organisation should be one that is trusted
by the relevant communities and families and has the
necessary capacities to spearhead the e ort.

Fourth, team members should represent varied
backgrounds and skill sets (e.g., mental health
professionals, social workers, teachers, faith-based groups,
youth workers), including, where appropriate, the local
police. Team members should convene on a regular basis,
in a neutral space (i.e., not in a police station) to identify,
develop, and implement timely interventions with
individuals and families.

Fifth, the mechanism/programmes should rely on
evidence-based research to develop a clear understanding
of the local context and a common understanding of risk
among team members and include transparent criteria for
determining which referred individuals merit an
intervention. Team members should be trained on how to
apply such criteria to individual cases.

Sixth, transparent information-sharing protocols should be
put in place to protect individual and data privacy and
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allay concerns that the police, if involved, might use
information shared with the team for intelligence gather
and law enforcement purposes. The instances when
information on an individual case can be referred to the
police should be clearly defined and limited, e.g., when
there is a risk of imminent harm.

Seventh, any such programme/mechanism should include
a communications strategy that helps ensure the relevant
communities understand the scope of the initiative and
what types of cases it will handle. In addition, statistical
data related to referrals should be shared, when feasible,
to inspire public confidence and incentivise sustained
participation from relevant agencies in the intervention
programme, in particular, those outside of law
enforcement.

Eighth, participants in multi-agency or multi-disciplinary
teams — as well as the individuals or organisations that
might be called upon to deliver an intervention or support
package on an ad hoc basis — should have the necessary
P/CVE expertise and these programmes need to
incentivise sustained engagement from the diversity of
team members while avoiding “tokenistic” participation.
Where necessary, training and other capacity-building
support should be provided to the relevant professionals
and services providers prior to the launch of the
programme/mechanism.

Ninth, taking into account the local and cultural context is
essential. For example, in some societies there are cultural

barriers to seeking professional help from mental health
professionals or social workers, and in some contexts
informal actors, such as family members, will need to
assume a greater role, particularly in communities are
more likely to support non-government led, family-based
interventions.

And finally, there is a need to ensure sustainable funding
from the government, or other sources, and support from
the relevant agencies represented on the team, as well as
the community. For example, while international donors
are jump-starting the development of these mechanisms
indi erent regions, their sustainability — and ensuring
national and local ownership — will likely depend on host
governments allocating funding to support them beyond
the life of the donor grant.
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Cyberterrorismis the
New Frontier

SERGE STROOBANTS, DIRECTOR OF OPERATIONS
FOR EUROPE AND MENA, INSTITUTE FOR ECONOMICS
AND PEACE

Europe has been thrust into the epicentre of the recent
evolution of terrorism, with France, ranked 30th on the
2017 Global Terrorism Index, reflected in its exposure to
novel attacks in recent years. France is one of the highest
ranked countries on the index not directly involved in an
armed conflict, which is the foremost driver of terrorism. It
is ranked so high because it had been exposed to many
first time attacks in the recent years: guerilla tactics, urban
warfare, suicide bombers in Paris, and a lorry attack in
Nice show a society and its security services untested and
maladapted in covering vulnerabilities emanating from
new threats of terrorism. Coupled with this was the
hybridisation of terrorism and the cyber world, e ectively
weaponising propaganda and ideology, spreading
extremist belief, facilitating recruitment and radicalisation,
but also galvanising and directly prompting terrorist
attacks.

Such was the case for the beheading of a French priest in
Normandy in July 2016, where the perpetrators were not
only radicalised online, but received their directives and
were ordered to their respective assignments via mobile
networks. This follows a greater trend, noted by the
Financial Action Task Force in 2015: the internet is the most
commonly used tool for recruitment as well as support for
terrorist organisations.

While internal security services have responded to these
terrorist attacks and events with assistance from military
and intelligence units, terrorist organisations found a
vulnerability which lies at the blurred border of internal
and external security. Within this grey area between
terrorism and insurgency, between conventional and
unconventional techniques and targets, between the real
and the virtual world, it is extremely di icult to come up
with the right prevention and the right response.

Syria has been a trial by fire with regards to the nascence
of the “remote command and control”. Many European
terror plots were not only planned in Syria, but were
directed in live-time from Syria via internet and encrypted
internet communication platforms. Despite the general
defeat of groups such as ISIL on the ground, which are
unable to plan and execute directed attacks against

European targets, homegrown terrorists remain a threat,
especially as groups such as ISISLshift their focus from
encouraging jihad by traveling to a region, and instead
encourage followers to strike in their own countries.

This homegrown or lone-wolf terrorism can be inspired
and controlled by external terrorist groups or operatives in
the commission of their crimes, and state responses only
develop following a first strike of this new type of attack.
States should be proactive regarding cyberterrorism
attacks, and should bring security back, particularly to
Europe, by taking preventative measures by learning about
available strategies, tools, and techniques regarding
cyberterrorism. New wars should not be fought with the
strategy of the previous one: cyberterrorism is the new
frontier.

Cybersecurity is an emergent issue and focus for various
states and organisations, commensurate with an increase
in both awareness of cyber vulnerabilities, as well as noted
exploitations, denial of service attacks, and malware. Due
to the centrality of cyberspace to daily life, cyberattacks
have become increasingly threatening, disruptive, and
frequent.

Attacks on civilian utilities such as internet access, hospital
systems and power grids have all occurred in the past
years, from both state and non-state actors. The largest
non-state attacks a ected critical structures, such as the
National Health System shutdown during the Wannacry
attack of 2017. This undermines national and international
security, can adversely a ect critical infrastructure, and
can thus threaten the safety of civilians, leading to the
conception of cyberterrorism. Cyberterrorism is an attack
against electronic infrastructure for a political purpose, or
to cause and inspire fear in the general public through
electronic means.

Cyberterrorism has been a known strategy since the
leader of the Al-Qa’'ida a iliated Jemaat Islamiyah
dedicated a chapter in his extremist literature to attacking
US computer networks due to their susceptibility to money
laundering and credit card fraud. Also included was a
roadmap of sorts, with connections to hacker mentors and
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sites which explained how to successfully carry out such a
cyberattack as well as conceal their identities. Infamously,
IS has used the relative lawlessness of the cyber realm to
perpetuate their form of terrorism. IS has mobilised
terrorist cells, using encrypted messaging to plan, recruit,
and carry out their attacks, with a new focus on
“homegrown terrorism”. This di erentiates from their
earlier strategy of encouraging supporters to travel
directly to their conflict zones. IS has also participated in
hacking, managing to hack into US Department of Defence
databases, steal the information of military personnel, and
publish this information as targets online, alongside
detailed instruction manuals regarding homemade
explosives and appeals for funding.

Terror organisations such as ISIL cannot exist without
funding. Cyberterrorism plays a role here. One noteworthy
Al-Qa’'ida operative, tasked with publishing extremist and
radicalising videos on the internet, had stolen over 30,000
credit card numbers, laundered the stolen money through
online gambling portals, then transferred the laundered
money to bank accounts used to purchase weapons for
the terrorists and to support the organisation as a whole.
This system of online credit card fraud was used to
partially fund the 2005 London metro attacks, which
shows the potential of this cyberterrorist nexus. The
Al-Qa’ida operative, for instance, was able to use readily
available tools to obscure his identity, including VPNs,
proxies, and software to hide his IP address — even using
US-based companies for the hosting of his terrorist
propaganda.

Cyberattacks do not have to be so kinetic to inflict
damage, nor do they have to be so lethal to harm or incite
fear. Most cyberattacks being innocuously enough, with a
simple phishing attack presented through an infected
email attachment. The unsuspecting victim opens the
attachment, which then downloads malicious code into
the network, spreading to other computers on the
network. This tactic was suspected to be behind the ISIS
Cyber Caliphate takeover of the Central Command’s
twitter profile, where strategies and personnel names were
leaked. Phishing gives the attacker access to the same
data available to the user — financial information, classified
or sensitive information, the performance of a critical
system, or even access to water or electric grids.

Financial institutions have long been targets of terrorism,
and this is true online as well. In the case of the 2016
Bangladesh bank heist, malicious program, likely malware
sent through an email, was installed on the bank’s
computer system. The malware then collected passwords
and usernames, and deleted evidence of its own presence,
rendering it virtually invisible. These stolen credentials
were then used to access SWIFT, the most secure global
money transfer system. 81 million USD were lost in four
transactions. One operative of Hizbut-Tahrir al-Islami

similarly defrauded banks on a much smaller scale,
running false or double transactions at his Russia-based
café, then using these illicit gains to fund his terrorist

group.

Distributed Denial of Service attacks, or DDoS attacks, are
also popular, easily available, and inexpensive ways to
disrupt civilian life. DDoS attacks involve overwhelming the
bandwidth of an institution by flooding the institution’s
system with targeted and unrelenting communications
and requests, which force the institution o line due to
exceeding data capacity. This overload leaves the service
or network unusable or inaccessible for the users. ISIS’s
Cyber Caliphate used these attacks successfully against
Yemeni and Iragi government sites in January 2017, forcing
the sites o line for two months, until they emerged with
new hosting — which included DDoS protection.

Ransomware attacks are also popular methods which
combine the disruption of a denial of service with an
ability to gain profit by taking over an institution’s network
infrastructure, and holding it ransom, forcing the a ected
entity to pay a fee to regain control of and access to their
systems. Europe experienced a widespread ransomware
event in May 2017, when the Wannacry attack took place.
This attack especially e ected the UK, where hospitals
were unable to access basic medical records, causing for
cancelled appointments, surgeries, and lead to the
shutdown of sixteen hospitals. In the United States, the
city of Atlanta had first responders unable to use their
databases, and citizen services were taken o line as
unidentified hackers deployed ransomware, demanding
$51,000 in Bitcoin to return control to the city.

Terrorism has emerged in cyberspace as a natural
response to kinetic security responses and traditional
military measures. International organisations have
recognised this emergent war zone, as NATO recognised
cyberspace as new battle environment, and an impetus for
invoking collective defence at the 2016 Warsaw Summit.
However, states generally pursue their own policies, and
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international cooperation regarding cyberterrorism
remains low. While the European Commission has recently
directed the EU towards a single cybersecurity market with
open communication between state entities, standards for
certifying secure internet connections, and increasing
intelligence sharing regarding cyberterrorism, there
remains no global standardised approach to the
cyberterrorism challenge. While both the United States
and the United Kingdom have strong, well-funded
institutions addressing specifically the issue of
cyberterrorism, few other states are individually as
prepared, and are attempting to address the challenge
these cyber threats pose completely on their own.

The 2005 EU counterterrorism strategy focuses on four
pillars: prevention, protection, pursuit, and response.
Prevention aims to address the causes of radicalisation
and terrorist recruitment. Protection emphasises defence
of citizens and infrastructure, and reduction of
vulnerability to attacks. This aims to secure external
borders, improve transport security, protect strategic
targets and reduce the vulnerability of critical
infrastructure. Pursuit intends to hinder terrorist capacity
to plan and organise attacks, as well as to bring
perpetrators to justice. Response comprises the
preparation for and the management and minimisation of
the consequences of a terrorist attack through improving
capabilities in dealing with the aftermath of a terrorist
attack, the coordination of a response and to address the
needs of the victims. This pillar is the most international,
emphasising the need for EU solidarity through crisis
coordination arrangements, revising civil protection
mechanisms, integrating political crisis response
arrangements and sharing best practices in assisting
victims of terrorism.

Some major approaches to tackling cyberterrorism are
partnerships with corporate entities and major leaders in
the cyberspace field, to creating cyberspace bootcamps
for the o ensive and defensive training of servicemembers
tasked with cybersecurity. Others focus on global
governance, with nations increasing not only their
information sharing, but their attempts to create a
standard response protocol to these cyber terroristic
incidents, such as the formation of a database of known
extremist imagery to be share with internet protocol
providers to automatically remove such images from the
internet.

Another issue is the popularisation of the blockchain, a
cryptographic peer-to-peer exchange protocol usually
accompanying cyber cryptocurrency transactions which
occur openly, with no oversight, no restriction, global
manoeuvrability, and with near anonymity. For this reason,
Bitcoin and other untraceable internet-based currencies
have also become desirable and anonymous ways to fund
terrorism and its activities. Transactions can be in the form

of exchanges, cryptocurrency mining, and donations. The
nature of the blockchain allows for the layering of funds,
through purchases, electronic money transfers, of virtual
currency accounts, giving the veneer of legitimacy, as well
as obfuscating a trail already di icult to follow. The
formation of front companies in purchasing
cryptocurrencies in more regulated markets can avoid
triggering reporting mechanisms and can further confuse
legal and illegal income. Some large financial hubs have
enacted laws around due diligence regarding
cryptocurrency clientele, as well as identity verification
procedures and mandatory reporting of suspicious
transactions, but these countries are in the minority.

States need to regain the initiative in addressing
cyberterrorism to maintain the advantage over terrorists
and terror organisations who are hybridising their physical
attacks with internet capabilities. Rather than waiting for
the threat to become real and then responding to physical
force of the attack, states should seek to avoid surprises to
protect their citizens, as well as their interests. The
confrontation between states and terrorists should be led
by the state, with a would-be attack pre-empted by a
strong, decisive plan or strike, which could serve as a
deterrent. Stricter regulations on, and closer partnerships
with companies which operate in cyberspace would help
identify and prevent would-be terrorists, as well as
better-trained personnel dedicated to handling
cybersecurity and cyber threats. In this way, states will be
able to recede from defensive strategies and instead
deploy o ensive ones, demonstrating their capabilities
and securing a more peaceful nation overall.
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Ranks & Scores, 2018

Iraq
Afghanistan
Nigeria
Syria
Pakistan
Somalia
India
Yemen
Egypt
Philippines

Dem Rep of the Congo

Turkey
Libya
South Sudan

Central African Rep

Cameroon
Thailand
Sudan
Kenya

USA

Ukraine

Mali

Niger
Myanmar
Bangladesh
Ethiopia
Colombia
United Kingdom
Saudi Arabia
France
Palestine
Burundi
Nepal

Russia
Lebanon

China

2017 GTI score

(out of 10)

9.746
9.391
8.660
8.315
8.181
8.020
7.568
7.534
7.345
7181
7.055
7.036
6.987
6.756
6.719
6.615
6.252
6.178
6.114
6.066
6.048
6.015
6.004
5.916
5.697
5.631
5.611
5.610
5.479
5.475
5.330
5.316
5.295
5.230
5.154
5.108

Change
in score
(2017-2018)

0.254

0.012
0.312
0.282
0.185
-0.374
-0.055
0.312
-0.175
-0.075
-0.113
0.461
0.245
0.038
-0.347
0.152
0.337
0.247
0.035
-0.603
0.490
-0.140
0.304
-0.981
0.463
0.282
0.027
-0.517
0.315
0.466
0.205
0.315
-0.924
0.080
0.465
0.419

37
38
39
40
a1
42
43
a4
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
62
64
65
66
67
68
69
70
71
72

Country

Burkina Faso
Chad
Germany
Mozambique
Israel
Indonesia
Angola

Iran

Greece
South Africa
Tunisia
Belgium

Sri Lanka
Spain
Sweden
Uganda
Bahrain
Algeria
Venezuela
Mexico
Canada
Chile
Paraguay

Jordan

Republic of the Congo

Tanzania
Cote d' Ivoire
Kuwait
Ireland

Peru

Japan
Australia
Italy
Malaysia
Kosovo

Madagascar
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2017 GTl score
(out of 10)

4.811
4.752
4.601
4.579
4.578
4.543
4.473
4.399
4.291
4.263
4.088
4.060
4.048
4.024
3.936
3.926
3.883
3.763
3.665
3.533
3.527
3.454
3.443
3.404
3.368
3.368
3.276
3.126
3.045
2.950
2.926
2.827
2.736
2.700
2.694
2613

Change
in score
(2017-2018)

-0.303
0.497
0.318
0.233
0.469

-0.006

-4.320

-0.698
-0.166
-0.183
0.524
0.580
-1.156
-2.330
-0.252
0.376
-0.228
0.189

-0.039

-0.254

-0.582
-0.091
0.159
0.369
0.675
0.030
0.412
0.660
0.085
-0.413
0.658
0.254
0.004
0.621
-0.153
0.662



Change Change

2017 GTl score in score 2017 GTl score in score
Country (out of 10) (2017-2018) Country (out of 10) (2017-2018)
73 Finland 2.501 -0.169 122 Ghana 0.162 0.162
74 Tajikistan 2.233 0.328 123 Norway 0.153 -0.153
75 Kazakhstan 2.228 0.709 124 Switzerland 0.134 0.133
76 Rwanda 2177 -0.257 125 Trinidad and Tobago 0124 0124
77 Papua New Guinea 2.040 -2.040 126 Slovakia 0.115 0114
78 Netherlands 1.960 0.442 127 United Arab Emirates 0.105 0.105
79 Austria 1.852 -0.335 128 Guyana 0.076 0.077
80 Kyrgyz Republic 1.719 0.304 128 Panama 0.076 0.077
81 Haiti 1714 0.676 130 Iceland 0.057 0.067
81 Honduras 1714 -0.157 130 Qatar 0.057 0.058
83 Armenia 1.692 0.672 132 Montenegro 0.038 0.038
84 Argentina 1.680 -0.709 132 Morocco 0.038 0.038
85 Laos 1.675 0.280 132 Uzbekistan 0.038 0.038
86 Zimbabwe 1.569 -1.369 135 Bhutan 0.019 0.019
87 Czech Republic 1.562 0.319 135 Cambodia 0.019 0.019
88 Ecuador 1471 0.415 137 Croatia 0.014 0.015
89 Georgia 1422 0.685 138 Belarus 0.000 0.038
90 Brazil 1.388 0.257 138 Guinea-Bissau 0.000 0.038
91 Bosnia and Herzegovina 1.339 0.684 138 Bolivia 0.000 0.019
92 Cyprus 1.206 0.680 138 Benin 0.000 0.000
93 Gabon 1.198 -1.198 138 Botswana 0.000 0.000
94 Jamaica 1.091 -1.034 138 Costa Rica 0.000 0.000
95 Sierra Leone 1.066 -0.403 138 Cuba 0.000 0.000
96 Senegal 1.012 0.776 138 El Salvador 0.000 0.000
97 Albania 1.008 0471 138 Equatorial Guinea 0.000 0.000
98 Azerbaijan 0.957 0.192 138 Eritrea 0.000 0.000
99 Taiwan 0.943 -0.392 138 Lithuania 0.000 0.000
100 Denmark 0.817 0.690 138 Mauritania 0.000 0.000
101 Nicaragua 0.747 0.683 138 Mauritius 0.000 0.000
102 Poland 0.719 -0.337 138 Mongolia 0.000 0.000
103 Djibouti 0.705 0.410 138 Namibia 0.000 0.000
104 Vietnam 0.663 -0.663 138 North Korea 0.000 0.000
104 Zambia 0.663 -0.663 138 Oman 0.000 0.000
106 Macedonia (FYR) 0.649 0.533 138 Portugal 0.000 0.000
107 Latvia 0.458 -0.458 138 Romania 0.000 0.000
107 Malawi 0.458 -0.458 138 Singapore 0.000 0.000
109 Dominican Republic 0.382 0.505 138 Slovenia 0.000 0.000
110 Hungary 0.363 0.468 138 Swaziland 0.000 0.000
111 Uruguay 0.344 0.431 138 The Gambia 0.000 0.000
112 Guinea 0.324 0.395 138 Timor-Leste 0.000 0.000
113 Bulgaria 0.315 0.858 138 Togo 0.000 0.000
114 New Zealand 0.286 0.321 138 Turkmenistan 0.000 0.000
114 South Korea 0.286 0.321
116 Moldova 0.229 0.239
116 Estonia 0.229 0.229
116 Serbia 0.229 -0.186
119 Liberia 0.210 -0.086
120 Guatemala 0.205 0.297
121 Lesotho 0.191 0.191
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50 Worst Terroris
Attacksin 2017

Rank Country i Organisation Fatalities Attack type
1 Somalia 14/10/17 Mogadishu Al-Shabaab 588 Bombing/Explosion
2 Egypt 24/11/17 Beir al-Abd Sinai Province of the Islamic State 311 Bombing/Explosion
3 Iraq 17/3/17  Mosul ISIL 230 Hostage Taking
(Barricade Incident)
4 Iraq 4/6/17 Tal Afar ISIL 200 Hostage Taking (Kidnapping)
5 Iraq 1/6/17 Mosul ISIL 163 Armed Assault
6 Libya 18/5/17  Brak Misrata Brigades 141 Hostage Taking

(Barricade Incident)

7 Central African Rep 8/5/17 Alindao Union for Peace in Central Africa (UPC) 133 Hostage Taking
(Barricade Incident)

8 Syria 2/10/17  Qaryatayn ISIL 128 Hostage Taking (Kidnapping)
9 Syria 15/4/17  Aleppo Jaysh al-Islam (Syria) 127 Bombing/Explosion
10  Central African Rep 13/5/17  Bangassou Anti-Balaka Militia 108 Hostage Taking

(Barricade Incident)

11 Iraq 21/6/17  Mosul ISIL 100 Bombing/Explosion

12 Afghanistan 31/5/17  Kabul Khorasan Chapter of the Islamic State 93 Bombing/Explosion

13 Pakistan 16/2/17  Sehwan Khorasan Chapter of the Islamic State 91 Bombing/Explosion

14  Somalia 8/6/17  AfUrur Al-Shabaab 7 Hostage Taking (Kidnapping)
15  Syria 4/11/17  Deir ez-Zor ISIL 76 Bombing/Explosion

16  Afghanistan 17/10/17 Gardez Taliban 74 Bombing/Explosion

17 Nigeria 20/3/17  Zaki Biam Fulani extremists 73 Armed Assault

18  Afghanistan 2/8/17 Gomal district Taliban 72 Armed Assault

19  Afghanistan 3/8/17 Mirza Wulang Taliban 72 Hostage Taking (Kidnapping)
20 Nigeria 25/7/17  Jibi Boko Haram 69 Hostage Taking (Kidnapping)
21 Irag 11/5/17  Mosul ISIL 64 Hostage Taking (Kidnapping)
22 United States 1/10/17  Las Vegas Anti-Government extremists 59 Armed Assault

23  Nigeria 21/11/17  Mubi Boko Haram 59 Bombing/Explosion

24 Niger 9/4/17 Gueskerou Boko Haram 57 Armed Assault
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Afghanistan
Afghanistan

Dem Rep of the Congo

Yemen

Afghanistan
South Sudan
Afghanistan
Afghanistan
Afghanistan
Dem Rep of the Congo
Nigeria

Iraq
Afghanistan
Iraq

Iraq
Myanmar
Nigeria

Iraq

Syria
Afghanistan
Iraq

Somalia
Pakistan
Turkey

Dem Rep of the Congo

Pakistan

30/9/17

20/10/17

4/8/17

5/11/17

8/3/17

14/4/17

14/12/17

28/12/17

7/5/17

17/5/17

30/12/17

26/3/17

26/7/17

14/9/17

16/2/17

25/8/17

6/11/17

14/9/17

/17

17/8/17

3/6/17

19/2/17

23/6/17

1/1/17

24/3/17

23/6/17

Organisation

Chora district Taliban
Kabul Khorasan Chapter of the Islamic State
Lambukilela Twa Militia
Aden Adan-Abyan Province of the

Islamic State
Kabul Khorasan Chapter of the Islamic State
Raja SPLM-IO

Sangcharak district Taliban

Kabul Khorasan Chapter of the Islamic State
Nawabad Taliban

Kinshasa Bunda Dia Kongo (BDK)

Mafa Boko Haram

Khanukah ISIL

Waygal Taliban

Nasiriyah ISIL

Baghdad ISIL

Ye Baw Kya Arakan Rohingya Salvation Army (ARSA)
Gulak Boko Haram

Nasiriyah ISIL

Azaz ISIL

Gomal district Taliban

Mosul ISIL

Mogadishu Al-Shabaab

Parachinar Lashkar-e-Jhangvi

Istanbul ISIL

Kananga district ~ Kamwina Nsapu Militia

Parachinar Lashkar-e-Jhangvi
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Unknown
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GTIl Methodology

The GTI ranks 163 countries based on four indicators weighted
over five years.! A country’s annual GTI score is based on a
unique scoring system to account for the relative impact of
incidents in the year. The four factors counted in each country’s
yearly score are:

total number of terrorist incidents in a given year
total number of fatalities caused by terrorists

in a given year

total number of injuries caused by terrorists

in a given year

a measure of the total property damage from
terrorist incidents in a given year.

Each of the factors is weighted between zero and three, and a
five year weighted average is applied in a bid to reflect the
latent psychological e ect of terrorist acts over time. The
weightings shown in table C.1 was determined by consultation
with the GPI Expert Panel.

The greatest weighting is attributed to a fatality.

The property damage measure is further disaggregated into
four bands depending on the measured scope of the property
damage inflicted by one incident. These bandings are shown in
table C.2; incidents causing less than US$1 million are accorded
a weighting of 1, between $1 million and $1 billion a 2, and more
than $1 billion a 3 weighting. It should be noted a great majority
of incidents are coded in the GTD as ‘unknown’ thus scoring nil
with ‘catastrophic’ events being extremely rare.

HYPOTHETICAL EXAMPLE OF
A COUNTRY’S GTI SCORE

To assign a score to a country each incident is rated according
to the four measures. The measures are then multiplied by their
weighting factor and aggregated. This is done for all incidents
and then all incidents for each country are aggregated to give
the country score. To illustrate, Table C.3 depicts a hypothetical
country’s record for a given year.

TABLE C.1

Indicator weights used in the Global
Terrorism Index

Dimension Weight

Total number of incidents 1
Total number of fatalities 3
Total number of injuries 0.5

Sum of property damages
measure

Between O and 3 depending
on severity

TABLE C.2

Property damage levels as defined
inthe GTD and weights used in the
Global Terrorism Index

(0] Unknown

1 Minor (likely < $1 million)

2 Major (likely between $1 million and $1 billion)
3 Catastrophic (likely > $1 billion)
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TABLE C.3
Hypothetical country terrorist
attacksin agiven year

Number of

incidents for the Calculated
Dimension Weight given year raw score
Total number of incidents 1 21 21
Total number of fatalities 3 36 108
Total number of injuries 0.5 53 26.5
Sum of property damages 2 20 20
measure
Total raw score 195.5

Given these indicator values, this hypothetical country for that
year would be assessed as having an impact of terrorism of

(1x21) + (3x36) + (0.5x53) + (2x20) = 195.5.

FIVE-YEAR WEIGHTED AVERAGE

To account for the after e ects of trauma that terrorist attacks
have on a society, the GTI takes into consideration the events of
previous years as having a bearing on a country’s current score.
For instance, the scale of the 2011 terrorist attacks in Norway
will continue to have a psychological impact on the population
for many years to come. To account for the lingering e ects of
terrorism, the prior four years are also included in the scoring
with a decreasing weight each year. Table C.4 highlights the
weights used for each year.

TABLE C.4
Time weighting of historical scores

Year Weight % of Score
Current year 16 52
Previous year 8 26
Two years ago 4 13
Three years ago 2 6
Four years ago 1 3

LOGARITHMIC BANDING SCORES
ON ASCALEOF 1-10

The impact of terrorism is not evenly distributed throughout the
world. There are a handful of countries with very high levels of
terrorism compared to most countries which experience only
very small amounts, if not no terrorism. Hence, the GTI uses a
base 10 logarithmic banding system between O and 10 at 0.5
intervals.

As shown in table C.5 this mapping method yields a total
number of 21 bands. This maps all values to a band of size 0.5
within the scale of O-10. In order to band these scores the
following method is used:

1. Define the Minimum GTI Score across all countries as
having a banded score of O.

2. Define the Maximum GTI Score across all countries as
having a banded score 10.

3. Subtract the Minimum from the Maximum GTI scores
and calculate 'r' by:
a. root =2 X (Highest GTI Banded Score
— Lowest GTI Banded Score) = 20 X (10-0) =20

b. Range =2 X (Highest Recorded GTI Raw Score
— Lowest Recorded GTI Raw Score)

— root
C. r= "5/ range

4. The mapped band cut-o value for bin nis
calculated by rn.

Following this method produces mapping of GTI scores to the
set bands as defined in table C.5.

TABLE C.5
Bands used in the GTI

Band Band cut Band Band cut

number Bands o values number Bands o values
1 [0} [0} 12 55 328.44
2 0.5 1.69 13 6 556.2
3 1 2.87 14 6.5 941.88
4 15 4.86 15 7 1595.02
5 2 8.22 16 7.5 2701.06
6 25 13.93 17 8 4574.08
7 3 23.58 18 8.5 7745.91
8 35 39.94 19 9 13117.21
9 4 67.63 20 9.5 2221317
10 4.5 114.53 21 10 37616.6
11 5 193.95
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